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PURPOSE:
The lack of Diameter end-to-end authentication is a security risk that the GSMA Packet group is seeking to address with input from 3GPP SA3 and the GSMA Roaming and Interconnect Fraud and Security (RIFS) group.
BACKGROUND:
Diameter does not provide end-to-end security on the application layer in the case of international roaming. Also, the usage of hop-by-hop security can often not be ensured after the first hop.
The Diameter service providers will route all Diameter messages based on the destination-realm AVP in the Diameter request message. For the answer to a Diameter request, the Diameter answer path will follow the same path as the Diameter request, using the hop-by-hop mechanism. In Diameter, unlike in MAP, the receiver does not reply to the requestor but to the previous node. As a consequence, an attacker can fake its sender ID (Origin-Realm and Origin-Host) with an authorized one (e.g. a known LTE partner of a targeted mobile network operator) and get a response to its query since the answer will be routed not according the sender ID used by the attacker in the query, but using the same Hop-By-Hop Identifier found in the Diameter requests. 
As indicated in the figure below, the attacker could use the origin-realm and Origin-Host of a valid partner of the attacked mobile network operator (e.g. roaming partner known through website). The HSS will reply to the Diameter request when the origin of the request is allowed (i.e. on partner whitelist), which it would be if a partner origin is used. The actual routing procedure would then send the answer to the attacker and not to the partner.
[image: ]

Origin-realm screening by the Diameter service provider provides a solution to the hop-by-hop security problem. However, this relies on all Diameter service provider solutions in the world deploying such origin-realm screening, and is therefore unlikely to mitigate adequately the risk. Additional or alternative security measures to improve the Diameter protocol to support authentication of sources are needed.


Packet is looking for a long term solution that would allow the network receiving an incoming Diameter Request to be sure of the sending network identity.
Packet currently considers following draft RFC:
[bookmark: _GoBack]tools.ietf.org/html/draft-korhonen-dime-e2e-security-03

However, Packet would be interested to get security expert feedback regarding this solution before designing an architecture based on this solution. 
Packet also request the acknowledge of any other alternative that may already exists and may also fit the security requirements.


ACTION to GSMA RIFS and 3GPP SA3:
NG Packet thanks in advance RIFS and SA3 groups to provide feedback on proposed RFC and on possible alternative solutions that may help to find a long term solution on this E2E Diameter authentication issue.
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